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Abstract

This paper presents use of Ad Hoc Net-
works in military organizations. It cov-
ers the most important things to re-
member when designing military net-
works and a short survey of Ad Hoc
Networks history. In addition Mobil-
ity, Quality of Service and Commu-
nications Surveillance and Interference
are studied. In military networks all or
most parties are mobile and still net-
works may well consist of hundreds of
thousands of nodes. This causes prob-
lems for the routing algorithms used
within the network. In addition the
communication should be hidden behind
random noise to make it hard for the
enemy to use information of the com-
munications against the organization.

1 Introduction

There are a lot of situations, especially
in the military, where timely and as-
sured communication is both difficult
and essential. Ordinary mobile com-
munications, such as GSM, require the
mobile nodeto be connected to a non-
mobile wired station. In military ap-
plications there are many situations,
where such infrastructure does not ex-
ist. When US special troops start an
operation in Afghanistan, they do not

have the benefit of a communications
infrastructure that commercial users
enjoy in Western world. Similarly for a
country like Finland, it is probable that
communications infrastructure will be
one of the first things destroyed, should
a war begin.

In modern combat there is a
tremendous need for timely communi-
cations. A soldier needs contact with
his officer; a driver may need contact
with headquarters for driving direc-
tions (city combat); a battleship or
a carrier needs to communicate with
other ships and friendly fighters and
with head quarters at home.

The circumstances and require-
ments differ within the military. Battle-
ships are mobile platforms themselves
and a lot of communications takes
place within the battleship. In contrast
a soldier carrying a radio is also car-
rying a mobile node. Clearly there is a
need for mobile networking infrastruc-
ture that is capable of self-organizing
dynamically.

The common denominator for those
needs is that usually no stationary
infrastructure exists, or can handle
the communications. A soldier who
is working behind enemy lines can-
not expect to have static infrastruc-
ture for communications. If it did exist,
it would certainly be one of the first



things enemy would try to destroy. A
battleship could not even have such in-
frastructure in the first place.

In addition to this most of the wire-
less bandwidth that exists has been
licensed to commercial usage. Most
of the free bandwidth resides above
100MHz. Frequencies that are that
high propagate badly beyond line of
sight (LOS). Military systems will have
to be able to co-exist with existing
commercial communications and thus
will not be able to propagate much be-
yond LOS.

There is a need for networks that
can route information through dynam-
ically changing mobile infrastructure.
Ordinary mobile communication sys-
tems, such as GSM assume that each
node has a direct contact to a sta-
tionary gateway that has access to
fairly stable communication infrastruc-
ture. In military systems users need ac-
cess to network resources even when no
base station is within its LOS. In this
situation it is up to other mobile nodes
to route the packet to its destination
despite quickly possibly quickly chang-
ing conditions.

One of the solutions to the problem
of highly mobile and dynamic networks
is to use Ad Hoc Networks. The idea for
them arose in US Department of De-
fense during 1970s. It has also gained
popularity in commercial usage in re-
cent years.

2 Design Parameters

There are some things in which
MANETs have great differences to
their counterparts. The following para-
graphs give an idea what kind of prob-
lems must be considered when design-

ing MANETS, especially for military
use [1].

Network size is most often used
for meaning the amount of nodes in a
network. In MANETS it can also be
used to represent the size of the ge-
ographical area it covers. The size of
military Ad Hoc networks is often far
greater than the size of its commercial
counter parts both in the number of
nodes connected and size of the geo-
graphical area it covers.

Connectivity means a plethora
of things. It can mean the capability
of nodes to communicate with each
other - directly or indirectly. Or it
can be used to signal the amount of
nodes directly connected to a node,
and whether these connections are bi-
directional or unidirectional. It can also
mean the capacity of a connection be-
tween nodes. In addition the differ-
ent communication modes that mili-
tary has for different operations are
closely linked to it. Especially EMCON
mode, in which a party must keep radio
silence, but should be able to receive
critical data, is a big challenge for Ad
Hoc networking.

Network Topology describes the
way network is organized. In MANETs
this includes the behavior of nodes
(e.g. how and how fast nodes move
in MANET). Military networks may
change from relatively stable environ-
ment to very unstable environment
suddenly. For example enemy artillery
may destroy some of the mobile nodes,
or infantry may scatter around inside
a city. In contrast most commercial Ad
Hoc networks operate under relatively
stable environment, and where short
communication break-ups are usually
not fatal.



User Traffic describes the prop-
erties of the traffic generated by the
users. Does the traffic consist of short
bursty transmissions, or long transmis-
sions with unchanging data rate? Is
the traffic sensitive to loss of packets,
or does it require strict delay bounds?
Military communication covers a wide
spectrum of different messages. Some
are time critical, such as requests for
air support, or urgent pick up and some
have relatively low priority. Most of
them have strict requirement for se-
curity - that no other than recipient
and sender may know what packet con-
tained, and no one may modify it. In
addition it should be as difficult as pos-
sible for enemy to stop a packet from
reaching its destination - even if it has
invaded a node inside the Ad Hoc net-
work.

Operational environment
means the terrain in which the network
operates. Main interest is in things that
may prevent line of sight between mo-
bile nodes (e.g. mountains, or buildings
in a city). Military Ad Hoc networks
should be prepared for active jamming
attempts from the enemy. They will
also be used under a big variety of en-
vironments - from urban, to jungle and
mountains to sea and air.

Energy MANETs have no fixed
base stations that provide connectivity
- all, or most mobile nodes will be in-
volved with routing packets for other
actors. Mobile devices are usually small
and have scarce energy resources, such
as batteries. Thus it is important to de-
sign MANETSs in a way that minimizes
energy consumption.

Regulatory Most of the spectrum
that is on the networking wish list is al-
ready sold off for commercial operators
for different purposes (GSM, TV, etc).

The remaining bandwidth can be found
above 100MHz and thus capability of
connecting beyond LOS is unlikely.

Performance metrics The de-
signer must understand which require-
ments are the most important for the
users of the system. Only then can the
correct performance metrics be cho-
sen - some examples of relevant perfor-
mance metrics are throughput, delay,
protocol overhead, and error rate.

Cost is an important aspect of
MANETs if they are going to be taken
into use.

Incomplete trust In commercial
systems, one can safely assume that
trust to a mobile routing node is either
1 or 0. If network operator becomes
untrustworthy, word will soon spread
and everyone will know it. In military
systems the routing nodes may some-
times be untrustworthy, because of en-
emy jamming, or because they have
moved into territory, where they have
bad signal to next hop - or they might
have been high jacked by the enemy,
who has a much resources and incen-
tive to disrupt communications.

One important thing to note is that
one cannot separate the design of dif-
ferent layers (as in OSI model) eas-
ily, because MANETSs are working on
the limits of wireless networking. Thus
one cannot build an efficient design
for transport layer, without consider-
ing the way the lower layers operate.

As can be seen there are a number
of different problems related to the mil-
itary perspective of Ad Hoc Network-
ing. In most cases military needs Ad
Hoc Networks that work under more
diverse conditions, better and more ef-
ficiently than civilian world.



3 History

In 1970s packet, when packet switching
had proven itself, US military took an
interest in putting that into battlefield
use. Different branches had their own
researches and programs to put packet
switching into mobile use in army, navy
and air forces. This chapter covers dif-
ferent programs and attempts to in-
crease the mobility of soldiers in dif-
ferent environments.

3.1 DARPA Packet Radio

Network

DARPA funded a Packet Radio Net-
work Program, which used broadcast
radios for relaying data over multi hop
mobile network. Its purpose was to pro-
vide for sharing bandwidth and for op-
eration under dynamic conditions [2].
At that time the required radios were
heavy and required much energy and
had low processing capability. Packet
Radio Networks and Ad Hoc Networks
are often considered synonyms.

The problems of Packet Radio Net-
works were addressed in the second
generation of Ad Hoc Networks named
Survivable Radio Networks during the
80’s. One of the main achievements
was a small low cost lower power ra-
dio that supports sophisticated packet
radio protocols [3].

3.2 Army

Army took into packet radio networks
late 80’s. They made their own version
by combining their existing circuit-
or broadcast oriented networks with
packet oriented routing. The outcome
of this development was Single Chan-
nel Ground-Airborne Radio System
(SINCGARS). It is currently used as

the standard operations radio in the US
Army. [4]

3.3 Tactical Internet

In the 1990s US Army developed Tac-
tical Internet (TI), which consists of
thousands of mobile nodes. It includes
vehicular and man packed radios that
act as mobile, wireless and multihop
packet radio network running modified
commercial Internet protocols. An ex-
periment of that size was needed, in or-
der to test the operability of Ad Hoc
Networks in big systems, which Army
needs for its operations.

The TT uses open commercial pro-
tocols as a basis, because DoD has
mandated them as a basis of TT and fu-
ture communications systems [5]. Thus
military can get the benefits of fast
paced commercial development of net-
working - and gain in the interoper-
ability of communications in different
branches. The TI uses Open Shortest
Path First (OSPF) routing protocol,
which is designed for wired and fairly
stable networks. It uses periodic Hello
messages to find out about its neigh-
bors. As a result the settling times for
the network are long [6]. The experi-
ment still demonstrated that the basic
requirements for Military Ad Hoc Net-
works could be satisfied.

3.4 Navy

The Navy has developed a packet ra-
dio network for use at sea [7]. It faces
a set of its own problems, because of-
ten ships that need to communicate are
not within line of sight and they are all
mobile platforms.

The developed system, named
intra-taskforce (ITF) network, uses



high frequency spectrum for connec-
tivity, and frequency hopping against
jamming attempts. It is able to provide
multi hop connectivity to those nodes
not within its own reach.

Navy packet radio also brings an-
other important fact to the front - a
mobile node is not necessarily a small
device carried around, but may con-
sist of a big network of users on mobile
platform. That means that the mobile
node operates as a gateway to its own
network, while trying to maintain con-
nection to the outside world.

3.5 Air Force

The U.S Air Force has explored the
possibility of increasing the connec-
tivity of ground troops through base
network provided by network of air-
craft. The aircraft above would work
as a network, which give connectivity
to in places where terrain limits the
communications otherwise. These con-
cepts were proven valid in the Strate-
gic Command and Control Communi-
cations (C3) experiment. [8]

3.6 Extending Littoral
Battlespace (ELB)

The purpose of ELB project was to
give Marines communications with the
ships using aerial relay. Another impor-
tant aspect was to make it cheap by
using existing commercial products. It
used commercial Wave LAN (WLAN)
technology from Lucent for links be-
tween Marines and aerial relays.

The current version required sev-
eral modifications to the WLAN tech-
nology, including external power ampli-
fier to connect to the aerial relays. Thus
it did not achieve the cost effectiveness
goals set to it at this point. Also the

ability of the nodes to roam freely in
the network was limited. They plan to
solve these problems in the next phase
of ELB. [9]

3.7 GloMo

DARPA initiated Global Mobile
(GloMo) Information Systems program
in 1994 to take advantage of rapidly
developing Internet infrastructure and
technologies. Its aim was to enable
same benefits of connectivity that In-
ternet provides to mobile and wireless
users anytime anywhere [10]. Specifi-
cally GloMo had following five thrusts
[11]

1. Infrastructure design, such as
computer-aided design tools 2. Un-
tethered nodes that provide low-cost,
low-power wireless access with suffi-
cient processing power to support so-
phisticated network management algo-
rithms 3. Network Protocols and algo-
rithms with robust architectures that
can be rapidly deployed 4. End-to-
end networking in heterogeneous envi-
ronments 5. Mobile applications that
adapt to varying network connectivity
and quality of service (QoS)

The GloMo program has tried sev-
eral different approaches to networking
inside MANET and between MANET
and Internet. Two of these approaches
are the Wireless Internet Gateways
(WINGs) [12] and the Multimedia Mo-
bile Wireless Network (MMWN) [13].

WINGS shows a way for a MANET
to be connected to the Internet so that
nodes inside the MANET use IP and
are visible in Internet - i.e. the MANET
is not an opaque network, but visible
part of the Internet. WINGs uses flat
peer-to-peer network architecture.



MMWN, on the other hand, is
based on hierarchical network architec-
ture, where nodes are arranged into
clusters [14]. It uses location manage-
ment, clustering techniques and virtual
circuit setup and repair to provide dis-
tributed, real-time multimedia applica-
tions in a MANET.

4 Open Research Issues

There are a number of open research
issues before MANETs fulfill their
promise of connectivity in military ap-
plications. This chapter is not meant as
conclusive report on those issues, but
an introduction on most important is-
sues still open.

4.1 Mobility

In military systems most nodes are
mobile. This means that data should
be transmitted into right receiver wher-
ever he is (and is going to) when the
data is sent. The military networks are
also big - a military network, possi-
bly fully Ad Hoc, could easily consist
of hundreds of thousands of nodes in
a large geographical area. This causes
great demands for the routing algo-
rithms used.

Military networks also operate un-
der especially hostile environment. It is
expected that many of the nodes in the
network will be destroyed during oper-
ation. In contrast to commercial net-
works, where problem with a routing
node is uncommon happenstance, the
difference is great indeed.

The military network should be
able to operate even when a big por-
tion of the network has been destroyed
-even when the enemy targets the most
important nodes of the network. For

that reason bottlenecks are even more
dangerous for military networks than
for civilian ones.

Routing packets to a mobile node is
a difficult problem. One way to solve it
is to use Mobile IP [15]. A mobile node
(MN) has a Home Agent (HA), which
acts as its permanent address. The HA
then forwards packets addressed to mo-
bile node to its current location. When
mobile node moves from one access
point to another, it simply announces
its new location to HA.

Unfortunately this approach causes
unnecessary delays, consumes band-
width, and takes up much of network
resources. When considering that most
traffic in military networks is directed
to nodes geographically close to them,
it is easy to see that routing everything
through HA is folly. It is also a prime
candidate to be the critical node de-
stroyed by the enemy.

For these reasons it is preferable
for a mobile node to announce its cur-
rent address to its communication part-
ners and thus allow the route to be
optimized. This can be done using a
route optimization protocol proposed
by Perkins. [16]

Unfortunately the HA usually re-
sides in mobile nodes home network be-
hind firewall. That means if two mobile
nodes are communicating with each
other, then route optimization causes
more trouble than it is worth. [?]

4.2 Quality of Service

Quality of service is a widely used term
when speaking about IP-based net-
works. The United Nations Consulta-
tive Committee for International Tele-
phony and Telegraphy (CCITT) Rec-
ommendation E.800 has defined QoS



Fig. 1. Two mobile nodes communicating over fixed network

as: “The collective effect of service per-
formance which determines the degree
of satisfaction of a user of the service”.

For military networks Quality of
Service means that important messages
are delivered timely and unaltered into
their destination.

For a wide variety of messages guar-
anteed quality of service is critical -
especially so for real-time audio and
video. Several methods have been sug-
gested for assuring guaranteed band-
width in Ad Hoc Networks [18] [19]
[20]. This chapter introduces some of
them.

There are three basic ways of pro-
viding QoS for a network. i Over provi-
sioning G Reservation-based engineer-
ing 0 Reservation-less engineering

Over provisioning means that you
add bandwidth until everyone is happy.
It is a nice and easy solution, but unfor-
tunately impossible in MANETS, since
total bandwidth is limited and cannot
be easily increased.

In reservation-based engineering
each application in network is promised
certain bandwidth according to its re-
quest and network policy. An example
of this type of QoS is IntServ/RSVP.
Typically these protocols require much
processing power and memory from the
intermediary routing.

An interesting  version of
reservation-based engineering comes
from Candolin, Kari, and Hietalahti
[21]. A mobile node (MN) is connected
to an access point (AP) (dedicated to
bring access to MNs), which is then
connected to either another AP or to
the gateway (GW). An example of such
a network can be seen in Figure 2.

The basic idea is that the GW has
certain amount of bandwidth that it
can apportion between the AP’s di-
rectly connected to it. The AP’s au-
thenticate themselves with the gate-
way and receive some amount of band-
width. The AP is then free to redis-
tribute that bandwidth to those APs
and MNs that are directly connected
to it. For example AP 3 has received
300Kbps from GW and has appor-
tioned 200Kbps to AP6. It can still ap-
portion 100Kbps to another applicant,
or keep it for its own communications.

When an MN joins the network it
first authenticates itself to the APs it
can directly connect to and to GW and
then requests for bandwidth. Both the
AP and the GW must approve the re-
quest through which the traffic must
go.

Thus the GW only needs to know
how much bandwidth it has appor-
tioned to its direct neighbors and how
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Fig. 2. Nodes and their given capacities

much traffic has been apportioned to
each MN. Similarly each AP only needs
to know how much bandwidth it has
been apportioned (from which APs)
and how much bandwidth it has ap-
portioned to other APs and MNs. This
reduces the amount of processing over-
head required for keeping tabs on who
is allowed to send what, but increases it
on the other hand, because each packet
that is sent must be authenticated by
the sender - even the APs just relaying
the message must authenticate that the
message originated from them.

In reservation-less engineering data
is classified into different classes de-
pending on the request of the appli-
cation and the network policy. These
classes may be e.g. 'best-effort’ or ’as-
sured’. An example of QoS working in
this way is DiffServ.

QoS for Ad Hoc Networks is cur-
rently a hot research topic. Many pro-
posals for handling it have been made
and much research is still needed for it
to be ready for development.

4.3 Communication surveillance
and interference

In military operations the enemy is
usually monitoring the network traffic
for any useful information. And there
is a lot to learn, even from encrypted
communications. Just from analyzing
the traffic, one may be able to locate
bottlenecks and other weak points of
the network infrastructure for later de-
struction.

For example the head quarters of a
brigade use a lot of bandwidth within
the head quarters, and quite much
with their battalions. Much more than
troops in the field do. The wireless
communication signature is different
for some critical components of an
army.

Similarly the amount of communi-
cation goes way up in the front lines,
when they are preparing to move into
the next wave of an attack. A good rule
of thumb is that any big change to the
current conditions will cause a surge of
communications.



The enemy must not be able to use
the presence or absence of communica-
tion to determine the location of criti-
cal nodes (or troops) or to anticipate a
coming operation. Because of that all,
or most nodes should keep up a level of
random background noise to hide the
presence or absence of real communi-
cations. This causes problems with bat-
tery lifetimes for those devices that are
carried around, or are scattered around
in the field.

If the trails are uncovered it will
also reveal information about the
places where transmissions are moved
on to the wired network and even about
the location of head quarters or scouts
moving inside enemy territory.

Even when most things are cov-
ered, mere transmissions tell the ap-
proximate position of the troops (say
a brigade) and also tell the wavelength
area they are using. The enemy can
then use the latter to jam wireless com-
munications in a critical moment.

5 Conclusions

The field of military communications
is full of challenging problems. These
problems include a highly dynamic
environment, where useful nodes are
quite mobile and can easily be de-
stroyed by the enemy. In addition the
enemy uses much resources to find out
the weak spots of the communications
system to shut it down, or to hit the
vital organs of the organization.

The use of Ad Hoc Networks in mil-
itary systems is not one big problem,
but a big host of small problems to
be solved. These include routing pack-
ets to its destination in a big dynamic
and mobile network, possibly using po-
sitioning data as a help; providing qual-

ity of service for important transmis-
sions; avoiding bottlenecks in the net-
work; hiding the important nodes and
units from the enemy; and be resistant
to jamming attempts.

The solutions to many of the par-
tial problems can be found already to-
day. The real problem lies in combining
all those techniques into one whole sys-
tem that is resistant to an enemy that
is capable and willing to use resources
to break it down.

Ad Hoc Networks have the capa-
bility of realizing a whole new age for
modern warrior - a battlefield, where
all relevant and only relevant informa-
tion is always at hand at the time it
is needed. A fight where each soldier
can be as efficiently as possible steered
toward the maximum effect against en-
emy.
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